Amendment Under 37 C.F.R. §1.111 
U.S. Application No. 10/635,677 



Attorney Docket No. Q76889 
Art Unit 2135 



AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions and listings of claims in the 

application: 

LISTING OF CLAIMS: 

1. (currently amended) Electric equipment An electric apparatus comprising: 

a function limiting seetje amodule for setting a function limit to the e l e ctric 
e quipment electric apparatus so that at least part of functions of the e l e ctric equipmont electric 
apparatus becom e s become unavailable; 

an interface for connecting an -a first external device to the e lectric equipm e nt electric 

apparatus ; 

a seetie nmodule for obtaining first device identification information from an- the first 
external device connected via the interface to the e l e ctric e quipm o nt electric apparatus to identify 
the first device external device : 

a seetie nmodule for associating the function limit with the device identification 
information of a prescribed external device to th e r e by obtain a cryptographic key; 

a memory for storing the cryptographic key; 

a determining sectie nmodule for determining whether or not the a second device 
identification information obtained from an -a second external device connected via the interface 
to the el e ctric equipment e lectric apparatus matches th e devic e id e ntification information of the 
cryptographic key stored in the memory; and 
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a limit canceling seetie nmodule for canceling the function limit set by the function 

limiting seetk mmodule whenif the determining se6tien module determines that the obtained 

second device identification information matches the cryptographic key. 



2. (currently amended) Electric e quipment An electric apparatus comprising: 

a function limiting seetienmodule for setting one or more function limits to the 
electric equipment electric apparatus so that at least part of the one or more functions of the 
e l e ctric equipm e nt electric apparatus b e comes become unavailable; 

an interface for connecting an- a first external device to the e l e ctric e quipmen t electric 

apparatus ; 

a seetienmodule for obtaining first device identification information from an-the 
external device connected via the interface to the el e ctric equipment electric apparatus to identify 
the first external device: 

a seetien module for associating each function limit with the first device 
identification information of a presoribod the first external device to theeeby-obtain a 
cryptographic key; 

a memory for storing the cryptographic key; 

a determining seetien module for determining whether-ef-net the- a second device 
identification information obtained from an- a second external device connected via the interface 
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t0 tne electric oquipmont electric apparatus matches the device - identification information 

included in the cryptographic key stored in the memory; and 

a limit canceling seetie nmodule for canceling each of the one or more function limit 
limits set by the function limiting seetien module whenif the determining seetie nmodule 
determines that the obtained second device information matches the first device identification 
information associated with the function limit. 



3. (currently amended) Electric equipment An electric apparatus comprising: 

a function limiting seetien module for setting a function limit to the electric 
equipm o ntelectric apparatus so that at least part of functions of the electric o quipmont electric 
apparatus b e oomos become unavailable; 

a plurality of interfaces for connecting external devices to the e lectric 
e quipment electric apparatus : 

a seetie nmodule for obtaining device identification information from an external 
device connected via one of the plurality of interfaces to the electric oquipmon t electric apparatus 
to identify the external device: 

a seetie nmodule for associating the function limit with at least one of the sp e cific 
device identification information er-anda combination of plural-pieces of speeifie-the device 
identification and other device identification information to thereby-obtain a cryptographic key; 

a memory for storing the cryptographic key; 
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a determining seetie nmodule for determining whether-er-ftet the-device 

identification information obtained from each of one or more external devicesdevke connected 

via one of the interfaces to the e l e ctric equipment electric apparatus matches the d e vic e 

identification information of the cryptographic key stored in the memory; and 

a limit canceling seetie mnodule for canceling the function limit set by the function 
limiting seetienmodule whemf the determining seetienmodule determines that the obtained 
information from each of the one or more external devices matches the cryptographic key stored 
in memory . 



4. (currently amended) El e ctric e quipm e n t An electric apparatus comprising: 

a function limiting seetie nmodule for setting a function limit to the-eteetrie 
equipm e nt electric apparatus so that at least part of functions of the el e ctric equipment electric 
apparatus b e com e s become unavailable: 

a plurality of interfaces for connecting external devices to the e l e ctric 
equipment electric apparatus ; 

a seetionmodkxle for obtaining device identification information from an external 
device connected via one of the plurality of interfaces to the el e ctric equipm e n t electric apparatus 
to identify the external device; 
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a seetienmodule for generating connection route information indicating which 

interface of the plurality of interfaces is used to connect the external device that has provided the 

device identification information; 

a seetie nmodule for associating the function limit with a combination of pr e scribed 
the_device identification information and rel e vant connection route information to thereby obtain 
a cryptographic key; 

a memory for storing at least one cryptographic key; 

a determining s e ction m odule for determining whether-ewiet a second combination 
of the-device identification information obtained from each external device of one or more 
external devices connected via one of the interfaces to the el e ctric e quipment electric apparatus 
and the-connection route information for the- each external device of the one or more external 
devices matches th e combination of th e d e vice identification information and the conn e ction 
route information of the cryptographic key stored in the memory; and 

a limit canceling seetienmodule for canceling the function limit set by the function 
limiting seetie nmodule whenif the determining seetienmodule determines that the second 
combination of the obtained device information and connection route information matches the 
cryptographic key stored in memory . 

5. (currently amended) El e ctric equipm e nt An electric apparatus comprising: 
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a function limiting seetie ftmodule for setting one or more function limits to the 

e lectric equipm e nt electric apparatus so that at least part of functions of the electric 

e quipm e nt electric apparatus b e comes become unavailable: 

a plurality of interfaces for connecting external devices to the electric 
equipment electric apparatus ; 

a seetieft module for obtaining device identification information from an external 
device connected via one of the plurality of interfaces to the el e ctric e quipment electric apparatus 
to identify the external device; 

a seetienmodule for associating each function limit of the one or more function 
limits with at least one of the specific device identification information orand a combination of 
pteaJ-pieces of s p e cific the device identification information to thereby obtain a cryptographic 
key; 

a memory for storing at least one cryptographic key; 

a determining s e ction m odule for determining whether-e^et the device 
identification information obtained from each external device connected via one of the plurality 
of interfaces to the el e ctric e quipment electric apparatus matches th e d e vic e id e ntification 
information of any on e of the cryptographic keys- key stored in the memory; and 

a limit canceling seetienmodule for canceling each function limit set by the function 
limiting seetie nmodule wheaif the determining seetien module determines that the obtained 
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information matches the device identification information of the cryptographic key related to the 
function limit. 



6. (currently amended) El o ctric e quipm e nt An electric apparatus comprising: 

a function limiting seetkm module for setting one or more function limits to the 
o loctric oquipment electric apparatus so that at least part of functions of the e l o ctric 
equipment electric apparatus beoomes become unavailable; 

a plurality of interfaces for connecting external devices to the e lectric 
oquipm e nt electric apparatus ; 

a seetieftmodule for obtaining device identification information from an external 
device connected via one of the plurality of interfaces to the el e ctric o quipm e nt electric apparatus 
to identify the external device; 

a seetien module for generating connection route information indicating which 
interface of the plurality of interfaces is used to connect the external device that has provided the 
device identification information; 

a seeiieft module for associating each function limit of the one o r more function 
limits with a combination of pr o scribed the device identification information and relevant the 
connection route information to ther e by obtain a cryptographic key; 

a memory for storing at l e ast on e the cryptographic key; 
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a determining seetie nmodule for determining whether-ewiet a second combination 

of the-device identification information obtained from each external device connected via one of 

the plurality of interfaces to the e l e ctric e quipm e n t electric apparatus and the-connection route 

information for the- each external device matches any on e of the cryptographic keys -key stored in 

the memory; and 

a limit canceling seetie nmodule for canceling each function limit set by the function 
limiting seetiea module wfeemf the determining seetioft module determines that the combination 
of the obtained information and connection route information matches the cryptographic key 
related to the function limit. 

7. (currently amended) The el e ctric e quipmen t electric apparatus claimed in claim 

1, further comprising a seetie nmodule for having the external device store information that 
uniquely identifies the external device as corresponding to the device identification information 
whenif the external device is capable of storing information. 

8. (currently amended) The electric e quipm e nt electric apparatus claimed in claim 

2, further comprising a seetie nmodule for having the external device store information that 
uniquely identifies the external device as corresponding to the device identification information 
whenif the external device is capable of storing information. 
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9. (currently amended) The e l e ctric e quipment electric apparatus claimed in claim 

3, further comprising a seetie nmodule for having the external device store information that 
uniquely identifies the external device as corresponding to the device identification information 
whenif the external device is capable of storing information. 

10. (currently amended) The e lectric equipm e nt electric apparatus claimed in claim 

4, further comprising a seetie nmodule for having the external device store information that 
uniquely identifies the external device as corresponding to the device identification information 
whemf the external device is capable of storing information. 

1 1 . (currently amended) The el e ctric e quipm e nt electric apparatus claimed in claim 

5, further comprising a seetjo nmodule for having the external device store information that 
uniquely identifies the external device as corresponding to the device identification information 
when if the external device is capable of storing information. 

12. (currently amended) The electric e quipment electric apparatus claimed in claim 

6, further comprising a seetie nmodule for having the external device store information that 
uniquely identifies the external device as corresponding to the device identification information 
whenif the external device is capable of storing information. 
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13. (currently amended) The e l e ctric e quipm e nt electric apparatus claimed in claim 

1 , further comprising a seetie amodule for resetting the function limit whemf a prescribed period 
of time has passed after the determining seetie nmodule made a-the determination, 

14. (currently amended) The oloctric oquipmon t electric apparatus claimed in claim 

2, further comprising a seetien module for resetting the function limit whenif a prescribed period 
of time has passed after the determining seetie nmodule made a-the determination. 

15. (currently amended) The oloctric oquipmont electric apparatus claimed in claim 

3, further comprising a seetie nmodule for resetting the function limit whemf a prescribed period 
of time has passed after the determining seetie nmodule made a-the determination. 

16. (currently amended) The oloctric oquipmont electric apparatus claimed in claim 

4, further comprising a seetien module for resetting the function limit whemf a prescribed period 
of time has passed after the determining seetie nmodule made a-the determination. 

17. (currently amended) The oloctric oquipm e nt electric apparatus claimed in claim 

5, further comprising a seetiea module for resetting the function limit whenif a prescribed period 
of time has passed after the determining seetie nmodule made a-the determination. 
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18. (currently amended) The e l e ctric e quipm e nt electric apparatus claimed in claim 

6, further comprising a seetie nmodule for resetting the function limit whenif a prescribed period 

of time has passed after the determining seetie mnodule made a-the determination. 



19. (currently amended) The e l e ctric e quipm e nt electric apparatus claimed in claim 

1, further comprising: 

a seetiettmodule for having the external device store information that uniquely 
identifies the external device as corresponding to the device identification information whenif the 
external device is capable of storing information; and 

a seetien module for resetting the function limit whemf a prescribed period of time 
has passed after the determining seetiemnodule made a-the determination. 

20. (currently amended) The e l e ctric e quipm e nt electric apparatus claimed in claim 

2, further comprising: 

a seetienmodule for having the external device store information that uniquely 
identifies the external device as corresponding to the device identification information whemf the 
external device is capable of storing information; and 

a seetieft module for resetting the function limit whemf a prescribed period of time 
has passed after the determining seetienmodule made a-the determination. 
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21. (currently amended) The el e ctric e quipmont electric apparatus claimed in claim 
3, further comprising: 

a seetien module for having the external device store information that uniquely 
identifies the external device as corresponding to the device identification information whenif the 
external device is capable of storing information; and 

a seetienmoduLe for resetting the function limit whenif a prescribed period of time 
has passed after the determining seetienmodule made arthe determination. 



22. (currently amended) The electric oquipmont electric apparatus claimed in claim 

4, further comprising: 

a seetieft module for having the external device store information that uniquely 
identifies the external device as corresponding to the device identification information whemf the 
external device is capable of storing information; and 

a seetien module for resetting the function limit whemf a prescribed period of time 
has passed after the determining seetie amodule made athe determination. 

23. (currently amended) The e l e ctric equipmont electric apparatus claimed in claim 

5, further comprising: 
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a s e ctio n module for having the external device store information that uniquely 

identifies the external device as corresponding to the device identification information whemf the 

external device is capable of storing information; and 

a seetie nmodule for resetting the function limit wheaif a prescribed period of time 
has passed after the determining seetien module made thea determination. 

24. (currently amended) The electric e quipment electric apparatus claimed in claim 
6, further comprising: 

a seetienmodule for having the external device store information that uniquely 
identifies the external device as corresponding to the device identification information whenif the 
external device is capable of storing information; and 

a seetieftmodule for resetting the function limit when if a prescribed period of time 
has passed after the determining seetienmodule made the a determination. 

25. (currently amended) A method for preventing the unauthorized use of eleet?4e 
e quipm e nt an electric apparatus including an interface to connect an external device thereto, 
comprising: 

a function limiting step for setting a function limit to the electric e quipm e nt electric 
apparatus so that at least part of functions of the e l e ctric e quipment electric apparatus becomes 
become unavailable; 
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a first device identification information obtaining step for obtaining device 

identification information from an external device connected via the interface to the electric 

equipm e nt electric apparatus to identify the external device; 

a step for associating the function limit with the device identification information 
obtained at the first device identification information obtaining step to th e reby obtain a 
cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining a second 
device identification information from an- a second external device connected via the interface to 
the electric equipm e nt electric apparatus to identify the second external device; 

a determining step for determining whether-ewiet the second device identification 
information obtained at the second device identification information obtaining step matches the 
devic e identification information of th e cryptographic key stored in the memory; and 

a limit canceling step for canceling the function limit set at the function limiting step 
whemf it is determined at the determining step that the second device identification information 
obtained at the second device identification information obtaining step matches the 
cryptographic key. 
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26. (currently amended) A method for preventing the unauthorized use of el e ctric 

e quipm e nt an electric apparatus including an interface to connect an external device thereto, 

comprising: 

a function limiting step for setting one or more function limits to the e l e ctric 
e quipment electric apparatus so that at least part of functions of the e l e ctric equipment electric 
apparatus becom e s become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from an external device connected via the interface to the e lectric 
e quipm e nt electric apparatus to identify the device; 

a step for associating each function limit of the one or more function limits with the 
device identification information of a prescrib e d the external device to ther e by obtain a 
cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining a second 
device identification information from an -a second external device connected via the interface to 
the electric equipment to identify the second external device; 

a determining step for determining whether-ef-net the second device identification 
information obtained at the second device identification information obtaining step matches the 
devic e id e ntification information included in the cryptographic key stored in the memory; and 
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a limit canceling step for canceling each function limit of the one or more function 

limits set at the function limiting step whemf it is determined at the determining step that the 

second device identification information obtained at the second device identification information 

obtaining step matches th e d e vice id e ntification information of the cryptographic key related to 

the function limit. 



27, (currently amended) A method for preventing the unauthorized use of eleetrie 
equipment an electric apparatus including a plurality of interfaces to connect external devices 
thereto, comprising: 

a function limiting step for setting a function limit to the electric oquipmont electric 
apparatus so that at least part of functions of the e lectric equipmont e lectric apparatus 
b e com e s become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from eaeh-an external device connected via one of the plurality of 
interfaces to the electric equipment to identify the external device: 

a step for associating the function limit with at least one of the specific device 
identification information ep -and a combination of plural pieces of specific the device 
identification information to ther e by obtain a cryptographic key; 

a step for storing the cryptographic key in a memory; 
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a second device identification information obtaining step for obtaining second 

device identification information from each of one or more external devices device-connected via 

one of the plurality of interfaces to the e l e ctric equipm e nt electric apparatus to identify each of 

the one or more external devices deviee; 

a determining step for determining whether-o*H*et at least one of the second device 
identification information w-anda combination of pteal-pieces of the second device 
identification information obtained at the second device identification information obtaining step 
matches the d e vic e id e ntification information of the cryptographic key stored in the memory; and 

a limit canceling step for canceling the function limit set at the function limiting step 
when if it is determined at the determining step that the second device identification information 
obtained at the second device identification information obtaining step matches the 
cryptographic key. 

28. (currently amended) A method for preventing the unauthorized use of e l e ctric 
e quipm e nt an electric apparatus including a plurality of interfaces to connect external devices 
thereto, comprising: 

a function limiting step for setting a function limit to the el e ctric equipm e nt electric 
apparatus so that at least part of functions of the e l e ctric e quipm e nt electric apparatus 
becomes become unavailable; 
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a first device identification information obtaining step for obtaining device 

identification information from eaeh~an external device connected via one of the interfaces to the 

electric equipment to identify the external device; 

a first connection route information generating step for generating first connection 
route information indicating which interface is used to connect the external device to the el e ctric 
equipm e nt electric apparatus at the first device identification information obtaining step; 

a step for associating the function limit with a combination of pr e scrib e d t he device 
identification information and rel e vant the connection route information to th e reby obtain a 
cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining second 
device identification information from eaeh-a second external device connected via one of the 
interfaces to the electric equipment electric apparatus to identify the second external device; 

a second connection route information generating step for generating second 
connection route information indicating which interface is used to connect the second external 
device to the electric e quipm e nt electric apparatus at the second device identification information 
obtaining step; 

a determining step for determining whether-w-net a second combination of the 
second device identification information obtained at the second device identification information 
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obtaining step and the second connection route information matches the cryptographic key stored 

in the memory; and 

a limit canceling step for canceling the function limit set at the function limiting step 
whettif it is determined at the determining step that the second combination of the information 
obtained at the second device identification information obtaining step and the second 
connection route information matches the cryptographic key. 



29. (currently amended) A method for preventing the unauthorized use of e l e ctric 
equipment an electric apparatus including a plurality of interfaces to connect external devices 
thereto, comprising: 

a function limiting step for setting one or more function limits to the el e ctric 
e quipm e nt electric apparatus so that at least part of functions of the e l e ctric e quipment electric 
apparatus b e comes becorne unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from eaeh-an external device connected via one of the interfaces to the 
e l e ctric equipm e nt electric apparatus to identify the external device; 

a step for associating each function limit of the one or more function limits with the 
sp e cific device identification information or a combination of pk*raJ-pieces of specific the device 
identification information to th e r e by obtain a cryptographic key; 

a step for storing the cryptographic key in a memory; 

20 



Amendment Under 37 C.F.R. §1.111 Attorney Docket No. Q76889 

U.S. Application No. 10/635,677 Art Unit 2135 

a second device identification information obtaining step for obtaining a second 

device identification information from eaeh- a second external device connected via one of the 

interfaces to the e l e ctric equipm e nt e lectric apparatus to identify the second external device; 

a determining step for determining whether-w-net at least one of the second device 
identification information e ^and a combination of pteaJ-pieces of the second device 
identification information obtained at the second device identification information obtaining step 
matches the device identification information of any on e of the cryptographic keys -key stored in 
the memory; and 

a limit canceling step for canceling each function limit of the one or more function 
limits set at the function limiting step whenif it is determined at the determining step that the 
second information obtained at the second device identification information obtaining step 
matches th e device identification information of the cryptographic key related to the function 
limit. 

30. (currently amended) A method for preventing the unauthorized use of e l e ctric 
e quipment an electric apparatus including a plurality of interfaces to connect external devices 
thereto, comprising: 

a function limiting step for setting one or more function limits to the el e ctric 
e quipment electric apparatus so that at least part of functions of the el e ctric equipment electric 
apparatus becom e s become unavailable; 
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a first device identification information obtaining step for obtaining device 

identification information from eaeh-an external device connected via one of the interfaces to the 

e l e ctric equipment electric apparatus to identify the external device: 

a first connection route information generating step for generating first connection 
route information indicating which interface is used to connect the external device to the e lectric 
e quipment electric apparatus at the first device identification information obtaining step; 

a step for associating the~a_function limit of the one or more function limits with a 
combination of prescribed t he device identification information and the first connection route 
information to th e r e by obtain a cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining second 
device identification information from eaeh- a second external device connected via one of the 
interfaces to the e l e ctric e quipm e nt electric apparatus to identify the second external device; 

a second connection route information generating step for generating second 
connection route information indicating which interface of the plurality of interfaces is used to 
connect the second external device to the e l e ctric e quipment electric apparatus at the second 
device identification information obtaining step; 

a determining step for determining whether-eiH*et at least one of a second 
combination of the second device identification information obtained at the second device 
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identification information obtaining step and the second connection route information matches 

any one of the cryptographic keys -key stored in the memory; and 

a limit canceling step for canceling each function limit of the one or more function 
limits set at the function limiting step whentf it is determined at the determining step that the 
second combination of the information obtained at the second device identification information 
obtaining step and the second connection route information matches the cryptographic key 
related to the function limit. 

3 1 . (currently amended) The method for preventing the unauthorized use of e lectric 
e quipment an electric apparatus claimed in claim 25, further comprising a step for having the 
external device store information that uniquely identifies the external device as corresponding to 
the device identification information after the first device identification information obtaining 
step whenif the external device connected to the e l e ctric equipmen t electric apparatus at the first 
device identification information obtaining step is capable of storing information. 

32. (currently amended) The method for preventing the unauthorized use of electric 
e quipm e nt an electric apparatus claimed in claim 26, further comprising a step for having the 
external device store information that uniquely identifies the external device as corresponding to 
the device identification information after the first device identification information obtaining 
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step whenif the external device connected to the electric oquipmont electric apparatus at the first 

device identification information obtaining step is capable of storing information. 

33. (currently amended) The method for preventing the unauthorized use of e lectric 
equipment an electric apparatus claimed in claim 27, further comprising a step for having the 
external device store information that uniquely identifies the external device as corresponding to 
the device identification information after the first device identification information obtaining 
step whenjf the external device connected to the el e ctric o quipmont electronic apparatus at the 
first device identification information obtaining step is capable of storing information. 

34. (currently amended) The method for preventing the unauthorized use of eieetrie 
e quipment an electric apparatus claimed in claim 28, further comprising a step for having the 
external device store information that uniquely identifies the external device as corresponding to 
the device identification information after the first device identification information obtaining 
step whemf the external device connected to the el e ctric o quipmont e lectric apparatus at the first 
device identification information obtaining step is capable of storing information. 

35. (currently amended) The method for preventing the unauthorized use of eteetrie 
equipment an electric apparatus claimed in claim 29, further comprising a step for having the 
external device store information that uniquely identifies the external device as corresponding to 
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the device identification information after the first device identification information obtaining 
step whenif the external device connected to the e l e ctric e quipm e n t electric apparatus at the first 
device identification information obtaining step is capable of storing information. 

36. (currently amended) The method for preventing the unauthorized use of electric 
equipment an electric apparatus claimed in claim 30, further comprising a step for having the 
external device store information that uniquely identifies the external device as corresponding to 
the device identification information after the first device identification information obtaining 
step whenif the external device connected to the e l e ctric e quipm e nt electric apparatus at the first 
device identification information obtaining step is capable of storing information. 

37. (currently amended) The method for preventing the unauthorized use of e l e ctric 
e quipm e nt an electric apparatus claimed in claim 25, further comprising a step for resetting the 
function limit whemf a prescribed period of time has passed after the determining step. 

38. (currently amended) The method for preventing the unauthorized use of eleetrie 
e quipment an electric apparatus claimed in claim 26, further comprising a step for resetting the 
function limit whenif a prescribed period of time has passed after the determining step. 
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39. (currently amended) The method for preventing the unauthorized use of e l e ctric 

equipm e nt an electric apparatus claimed in claim 27, further comprising a step for resetting the 

function limit wheaif a prescribed period of time has passed after the determining step. 



40. (currently amended) he method for preventing the unauthorized use of e l e ctric 
equipment an electric apparatus claimed in claim 28, further comprising a step for resetting the 
function limit wheaif a prescribed period of time has passed after the determining step. 



41 . (currently amended) The method for preventing the unauthorized use of e l e ctric 
equipment an electric apparatus claimed in claim 29, further comprising a step for resetting the 
function limit whemf a prescribed period of time has passed after the determining step. 



42. (currently amended) The method for preventing the unauthorized use of e l e ctric 
equipm e nt an electric apparatus claimed in claim 30, further comprising a step for resetting the 
function limit wh e n if a prescribed period of time has passed after the determining step. 



43. (currently amended) The method for preventing the unauthorized use of e l e ctric 
equipment an electric apparatus claimed in claim 25, further comprising: 

a step for having the external device store information that uniquely identifies the 

external device as corresponding to the device identification information after the first device 
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identification information obtaining step whenjf the external device connected to the electric 

equipmontelectric apparatus at the first device identification information obtaining step is 

capable of storing information; and 

a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 

44. (currently amended) The method for preventing the unauthorized use of eteetrre 
equipm e nt an electric apparatus claimed in claim 26, further comprising: 

a step for having the external device store information that uniquely identifies the 
external device as corresponding to t he device identification information after the first device 
identification information obtaining step whemf the external device connected to the electric 
equipm o n te lectric apparatus at the first device identification information obtaining step is 
capable of storing information; and 

a step for resetting the function limit wheatf a prescribed period of time has passed 
after the determining step. 

45. (currently amended) The method for preventing the unauthorized use of eteetrie 
e quipm e n t an electric apparatus claimed in claim 27, further comprising: 

a step for having the external device store information that uniquely identifies the 

external device as corresponding to the device identification information after the first device 
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identification information obtaining step whenif the external device connected to the e l e ctric 

equipm e nt electric apparatus at the first device identification information obtaining step is 

capable of storing information; and 

a step for resetting the function limit whemf a prescribed period of time has passed 
after the determining step. 



46. (currently amended) The method for preventing the unauthorized use of el e ctric 
e quipm e nt an electric apparatus claimed in claim 28, further comprising: 

a step for having the external device store information that uniquely identifies the 
external device as corresponding to the device identification information after the first device 
identification information obtaining step whenif the external device connected to the electric 
equipment electric apparatus at the first device identification information obtaining step is 
capable of storing information; and 

a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 



47. (currently amended) The method for preventing the unauthorized use of electric 
equipm e nt an electric apparatus claimed in claim 29, further comprising: 

a step for having the external device store information that uniquely identifies the 

external device as corresponding to the device identification information after the first device 

28 



Amendment Under 37 C.F.R. §1.111 Attorney Docket No. Q76889 

U.S. Application No. 10/635,677 Art Unit 2135 

identification information obtaining step wheaif the external device connected to the e lectric 

equipm e nt electric apparatus at the first device identification information obtaining step is 

capable of storing information; and 

a step for resetting the function limit whemf a prescribed period of time has passed 
after the determining step. 

48. (currently amended) The method for preventing the unauthorized use of e l e ctric 
equipm e nt an electric apparatus claimed in claim 30, further comprising: 

a step for having the external device store information that uniquely identifies the 
external device as corresponding to the device identification information after the first device 
identification information obtaining step whemf the external device connected to the oloctric 
equipment electric apparatus at the first device identification information obtaining step is 
capable of storing information; and 

a step for resetting the function limit wheaif a prescribed period of time has passed 
after the determining step. 

49. (currently amended) A program recorded on a computer readable medium for 
preventing the unauthorized use of electric e quipm e nt an electric apparatus , which is built into 
the el e ctric equipment electric apparatus including an interface to connect an external device 
thereto^ and maker , a computer havin g the program enabling a computer to e ff e ctiv e control ever 
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the e l e ctric e quipm e nt electric apparatus, wherein the program includes the steps of: e x e cute st e ps 

a s follow s : 

a function limiting step for setting a function limit to the electric e quipment electric 
apparatus so that at least part of functions of the e l e ctric e quipment e lectric apparatus 
b e com e s become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from an external device connected via the interface to the e l e ctric 
equipm e nt electric apparatus to identify the external device: 

a step for associating the function limit with the device identification information 
obtained at the first device identification information obtaining step to th e r e by obtain a 
cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining second 
device identification information from an -a second external device connected via the interface to 
the electric equipment to identify the second external device: 

a determining step for determining whether-e«*et the second device identification 
information obtained at the second device identification information obtaining step matches the 
d e vice id e ntification information of the cryptographic key stored in the memory; and 

a limit canceling step for canceling the function limit set at the function limiting step 
wheftif it is determined at the determining step that the second device identification information 
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obtained at the second device identification information obtaining step matches the 
cryptographic key. 

50. (currently amended) A program recorded on a computer readable medium for 
preventing the unauthorized use of e l e ctric e quipm e nt an electric apparatus , which is built into 
the electric e quipm e nt electric apparatus including an interface to connect an external device 
thereto^ and mak e s a comput e r having e ffectiv e the program enabling a computer to control eve? 
the e lectric equipment electric apparatus, wherein the program includes the steps of: execute st e ps 
as follows: 

a function limiting step for setting one or more function limits to the el e ctric 
e quipment electric apparatus so that at least part of functions of the e l e ctric equipmen t electric 
apparatus b e com e s become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from an external device connected via the interface to the electric 
e quipm e nt electric apparatus to identify the device; 

a step for associating each function limit of the one or more function limits with the 
device identification information of a pr e scrib e d the external device to th e reby obtain a 
cryptographic key; 

a step for storing the cryptographic key in a memory; 
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a second device identification information obtaining step for obtaining a second 

device identification information from an -a second external device connected via the interface to 

the electric equipment to identify the second external device; 

a determining step for determining whether-ef^et the second device identification 
information obtained at the second device identification information obtaining step matches the 
devic e id e ntification information includ e d in any one of the cryptographic key keys-stored in the 
memory; and 

a limit canceling step for canceling each function limit of the one or more function 
limits set at the function limiting step whemf it is determined at the determining step that the 
second device identification information obtained at the second device identification information 
obtaining step matches the d e vic e id e ntification information of the cryptographic key related to 
the function limit. 

51. (currently amended) A program recorded on a computer readable medium for 
preventing the unauthorized use of an electric apparatus e lectric e quipm e nt , which is built into the 
e l e ctric equipm e nt electric apparatus including a plurality of interfaces to connect external 
devices thereto,, and makes a comput e r having e ff e ctiv e the program enabling a computer to 
control evef-the electric e quipment electric apparatus, wherein the program includes the steps of: 
e xecute stops as follows: 
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a function limiting step for setting a function limit to the e l e ctric e quipm e nt electric 

apparatus so that at least part of functions of the e lectric equipment electric apparatus 

b e com e s become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from eaeh-an external device connected via one of the plurality of 
interfaces to the e l e ctric e quipm e nt electric apparatus to identify the external device; 

a step for associating the function limit with at least one of the sp e cific device 
identification information e^and a combination of piwal-pieces of specific the device 
identification information to thereb^obtain a cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining second 
device identification information from eaeh a second external device connected via one of the 
plurality of interfaces to the e lectric equipm e nt electric apparatus to identify the second external 
device; 

a determining step for determining whether-eH*et at least one of the second device 
identification information ef-a and the combination of pteaJ-pieces of the second device 
identification information obtained at the second device identification information obtaining step 
matches th e d e vic e id e ntification information of the cryptographic key stored in the memory; and 

a limit canceling step for canceling the function limit of the one or more function 
limits set at the function limiting step whemf it is determined at the determining step that the 
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second device identification information obtained at the second device identification information 
obtaining step matches the cryptographic key. 

52. (currently amended) A program recorded on a computer readable medium for 
preventing the unauthorized use of electric equipment an electric apparatus , which is built into 
the el e ctric equipment electric apparatus including a plurality of interfaces to connect external 
devices thereto^ and makes a computer having effoctivo the program enabling a computer to 
control everthe e lectric equipment electric apparatus, wherein the program includes the steps of: 
e x e cut e steps as follows: 

a function limiting step for setting a function limit to the electric equipment so that 
at least part of functions of the el e ctric equipment electric apparatus b e comes become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from eaeh-an external device connected via one of the plurality of 
interfaces to the el e ctric equipm e nt electric apparatus to identify the external device; 

a first connection route information generating step for generating first connection 
route information indicating which interface of the plurality of interfaces is used to connect the 
external device to the electric e quipm e nt electric apparatus at the first device identification 
information obtaining step; 
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a step for associating the function limit with a combination of pr e scrib e d the device 

identification information and relevant the connection route information to ther e by obtain a 

cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining a second 
device identification information from eaeh~ a second external device connected via one of the 
plurality of interfaces to the electric equipment electric apparatus to identify the second external 
device; 

a second connection route information generating step for generating second 
connection route information indicating which interface of he plurality of interfaces is used to 
connect the second external device to the electric equipment electric apparatus at the second 
device identification information obtaining step; 

a determining step for determining whether-e*-net a second combination of the 
second device identification information obtained at the second device identification information 
obtaining step and the second connection route information matches the cryptographic key stored 
in the memory; and 

a limit canceling step for canceling the function limit of the one or more function 
limits set at the function limiting step whemf it is determined at the determining step that the 
second combination of the information obtained at the second device identification information 
obtaining step and the second connection route information matches the cryptographic key. 
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53. (currently amended) A program recorded on a computer readable fe fmedium 
for preventing the unauthorized use of electric equipment, which is built into the electric 
e quipm e n t electric apparatus including a plurality of interfaces to connect external devices 
thereto^ and makes a computer having e ffectiv o the program enabling a computer to control ever 
the e l e ctric c quipmont electric apparatus, wherein the program includes the steps of: e xecute stops 
as follows: 

a function limiting step for setting one or more function limits to the electric 
equipment so that at least part of functions of the e lectric equipment electric apparatus 
b e com e s become unavailable; 

a first device identification information obtaining step for obtaining device 
identification information from each external device connected via one of the interfaces to the 
electric equipment to identify the device; 

a step for associating each function limit with the specific device identification 
information or a combination of plural pieces of specific device identification information to 
thereby obtain a cryptographic key; 

a step for storing the cryptographic key in a memory; 

a second device identification information obtaining step for obtaining device 
identification information from each external device connected via one of the interfaces to the 
electric e quipm e nt electric apparatus to identify the device; 
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a determining step for determining whether-eraet the device identification 

information or a combination of plural pieces of device identification information obtained at the 

second device identification information obtaining step matches the device identification 

information of any one of the cryptographic keys stored in the memory; and 

a limit canceling step for canceling each function limit set at the function limiting 
step whenif it is determined at the determining step that the information obtained at the second 
device identification information obtaining step matches the device identification information of 
the cryptographic key related to the function limit. 

54. (currently amended) A program recorded on a computer readable medium for 
preventing the unauthorized use of electric e quipm e nt an electric apparatus , which is built into 
the e l e ctric e quipment electric apparatus including a plurality of interfaces to connect external 
devices thereto^ and makes a computer having e ffectiv e the program enabling a computer to 
control ever-the e l e ctric equipm e nt electric apparatus, wherein the program includes the steps of: 
ex e cute st e ps as follows; 

a function limiting step for setting one or more function limits to the electric 
equipment so that at least part of functions of the e l e ctric e quipm e nt electric apparatus 
becom e s become unavailable; 
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a first device identification information obtaining step for obtaining device 

identification information from each external device connected via one of the interfaces to the 

e l e ctric equipment electric apparatus to identify the device; 

a first connection route information generating step for generating first connection 
route information indicating which interface is used to connect the external device to the electric 
e quipment electric apparatus at the first device identification information obtaining step; 

a step for associating the function limit with a combination of prescribed device 
identification information and the first connection route information to thereby obtain a 
cryptographic key; 

a step for storing at least one cryptographic key in a memory; 

a second device identification information obtaining step for obtaining device 
identification information from each external device connected via one of the interfaces to the 
e l e ctric equipment electric apparatus to identify the device; 

a second connection route information generating step for generating second 
connection route information indicating which interface is used to connect the external device to 
the e l e ctric e quipm e nt electric apparatus at the second device identification information obtaining 
step; 

a determining step for determining whether-e«*et a combination of the device 
identification information obtained at the second device identification information obtaining step 
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and the second connection route information matches any one of the cryptographic keys stored in 
the memory; and 

a limit canceling step for canceling each function limit set at the function limiting 
step whenif it is determined at the determining step that the combination of the information 
obtained at the second device identification information obtaining step and the second 
connection route information matches the cryptographic key related to the function limit. 

55. (currently amended) The proRram recorded on a computer readable medium for 
prev e nting the unauthoriz e d u se of electric equipment claimed in claim 49, molting th e comput e r 
having eff e ctive control over the electric equipment ex e cut e a step fo r , wherein the program 
comprises the further step of having the external device store information that uniquely identifies 
the external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the electric equipm e nt electric 
apparatus at the first device identification information obtaining step is capable of storing 
information. 

56. (currently amended) The proRram recorded on a computer readable medium fef 
prev e nting th e unauthoriz e d us e of e lectric e quipm e nt claimed in claim 50 , malting th e computer 
having eff e ctive control ov e r th e e lectric equipment ex e cute a step fo r , wherein the program 
comprises the further step of having the external device store information that uniquely identifies 
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the external device as the device identification information after the first device identification 

information obtaining step whemf the external device connected to the el e ctric oquipmen t electric 

apparatus at the first device identification information obtaining step is capable of storing 

information. 

57. (currently amended) The program recorded on a computer readable medium fer 
preventing the unauthorized use of e l e ctric e quipm e nt claimed in claim 5 1 , making th e comput e r 
hnving effeettve control over the e lectric equipm e nt ex e cut e a step fo r wherein the program 
comprises the further step of having the external device store information that uniquely identifies 
the external device as the device identification information after the first device identification 
information obtaining step whenif the external device connected to the electric oquipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information. 

58. (currently amended) The program recorded on a computer readable medium ior 
preventing th e unauthorized us e of electric equipment claimed in claim 52, making th e computer 
hnving eifeeiwe eentrel nvo.r tho eteetrie e quipm e nt e xecute a step fo r wherein the program 
comprises the further step of having the external device store information that uniquely identifies 
the external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the el e ctric oquipm e ntelectric 
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apparatus at the first device identification information obtaining step is capable of storing 
information. 

59. (currently amended) The program recorded on a computer readable medium fer 
pr e v e nting th e unauthoriz e d use of e l e ctric equipm e nt claimed in claim 53, making th e computer 
having e ff e ctive control over the el e ctric e quipm e nt e xecut e a step for wherein the program 
comprises the further step of having the external device store information that uniquely identifies 
the external device as the device identification information after the first device identification 
information obtaining step whenif the external device connected to the e l e ctric e quipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information. 

60. (currently amended) The program recorded on a computer readable medium fe f 
preventing the unauthorized u s e of electric equipment claimed in claim 54, making the computer 
having e ff e ctive control ov e r th e e l e ctric e quipm e nt e x e cute a st e p fo r wherein the program 
comprises the further step of having the external device store information that uniquely identifies 
the external device as the device identification information after the first device identification 
information obtaining step whenif the external device connected to the electric equipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information. 
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61. (currently amended) The program recorded on a computer readable medium for 
pr e venting the unauthorized uoo of oloctric e quipment claimed in claim 49, making the computer 
having e ffective control over tho electric equipment execute a stop fo r wherein the program 
comprises the further step of resetting the function limit whemf a prescribed period of time has 
passed after the determining step. 

62. (currently amended) The program recorded on a computer readable medium for 
pr e venting the unauthorized us e of e lectric e quipment claimed in claim 50, making the computer 
having e ff e ctive control over tho oloctric equipment execute a stop fo rw herein the program 
compri ses the further step of resetting the function limit whenif a prescribed period of time has 
passed after the determining step. 

63. (currently amended) The program recorded on a computer readable medium fo r 
pr e venting th e unauthoriz e d uo o of electric e quipment claimed in claim 5 1 , making th e comput e r 
having effective control over tho e l e ctric equipment execut e a stop fo r wherein the program 
comprises the further step of resetting the function limit whenif a prescribed period of time has 
passed after the determining step. 
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64. (currently amended) The program recorded on a computer readable medium fef 
prev e nting th e unauthorized use of electric equipment claimed in claim 52, making the comput e r 
having eff e ctiv e control over the el e ctric e quipm e nt execut e a st e p for wherein the program 
comprises the further step of resetting the function limit whenif a prescribed period of time has 
passed after the determining step. 

65. (currently amended) The program recorded on a computer readable medium fo r 
pr e venting the unauthoriz e d use of e lectric e quipment claimed in claim 53 , making the comput e r 
having eff e ctive control ov e r th e e lectric equipm e nt e x e cute a st e p for wherein the program 
includes the further step of resetting the function limit whenif a prescribed period of time has 
passed after the determining step. 

66. (currently amended) The program recorded on a computer readable medium fo r 
preventing th e unauthoriz e d use of e lectric equipment claimed in claim 54, making the computer 
having e ffective control ov e r th e e lectric e quipm e nt e x e cute a st e p fo r wherein the program 
comprises the further step of resetting the function limit whem f a prescribed period of time has 
passed after the determining step. 



67. (currently amended) The program recorded on a computer readable medium £ehf 
preventing the unauthorized use of el e ctric equipm e nt claimed in claim 49, making th e comput e r 
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having e ffectiv e control over th e e l e ctric e quipm e nt e xecute further steps as follows wherein the 

program comprises the further steps of : 

a step for having the external device store information that uniquely identifies the 
external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the electric e quipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information; and 

a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 

68. (currently amended) The program recorded on a computer readable medium for 
pr e v e nting th e unauthoriz e d use of e lectric e quipment claimed in claim 50, making the computer 
hnving fl ffactiv fl mntrol over th e e l e ctric e quipm e nt e xecute further steps as follows wherein the 
program comprises the further steps of : 

a step for having the external device store information that uniquely identifies the 
external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the e lectric equipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information; and 
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a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 

69. (currently amended) The program recorded on a computer readable medium f or 
preventing the unauthorized us e of el e ctric e quipm e nt claimed in claim 51, making th e comput e r 
hnving a ffective control over the el e ctric e quipment e xecut e furth e r st e ps as follows wherein the 
program comprises further steps of : 

a step for having the external device store information that uniquely identifies the 
external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the electric e quipm e nt electric 
apparatus at the first device identification information obtaining step is capable of storing 
information; and 

a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 

70. (currently amended) The program recorded on a computer readable medium for 
prev e nting the unauthoriz e d us e of electric e quipment claimed in claim 52, making th e comput e r 
having effectiv e control over the e lectric equipm e nt execute further steps as follows wherein the 
program comprises the further steps of : 
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a step for having the external device store information that uniquely identifies the 

external device as the device identification information after the first device identification 

information obtaining step whemf the external device connected to the oloctric oquipm e nt electric 

apparatus at the first device identification information obtaining step is capable of storing 

information; and 

a step for resetting the function limit whemf a prescribed period of time has passed 
after the determining step. 

71. (currently amended) The program recorded on a computer readable medium fey 
pr e venting the unauthorized use of electric equipm e nt claimed in claim 53 , making th e comput e r 
having effise#ve eefrtrei eve? the e l e ctric equipment execute further st e ps as follows wherein the 
program comprises the further steps of : 

a step for having the external device store information that uniquely identifies the 
external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the electric oquipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information; and 

a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 
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72. (currently amended) The program recorded on a computer readable medium for 

pr e venting the unauthorized us e of e l e ctric equipm e nt claimed in claim 54, making th e computer 

having eff e ctiv e control ov e r th e e l e ctric e quipm e nt e x e cut e furth e r steps as follows wherein the 

program comprises the further steps of : 

a step for having the external device store information that uniquely identifies the 
external device as the device identification information after the first device identification 
information obtaining step whemf the external device connected to the el e ctric e quipment electric 
apparatus at the first device identification information obtaining step is capable of storing 
information; and 

a step for resetting the function limit whenif a prescribed period of time has passed 
after the determining step. 
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